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DU AN XAY DUNG TIEU CHUAN QUOC GIA

1. Tén tiéu chuin

- Tiéng Viét: TCVN XXXX-1:2024 (ISO/IEC  18033-4:2011/Amd
1:2020), Cong ngh§ thong tin - C4c k¥ thudt an toan - Thuét toan mat ma - Phan
4: Ma dong - sira ddi 1: ZUC.

- Tiéng Anh: TCVN XXXX-1:2024 (ISO/IEC 18033-4:20] 1/Amd

1:2020), Information technology - Security techniques - Encryption algorithms
- Part 4: Stream ciphers - Amendment 1: ZLIC.

- Ky hidu tiéu chuin: TCVN XXXX-1:2024 (ISO/MEC 18033
4:2011/Amd 1:2020),

Ghi chti: S6 tiéu chudn s& duogc thay déi sau khi c6 quyét dinh cdng bé cua Bo
Khoa hoc va Cong nghg.
2. Pham vi 4p dung ciia tidu chuin

Trong cong nghé théng tin, nhu ciu sir dung céc co ché mat ma ngay cang
tdng dé bao veé dit liéu chéng lai viéc tiét 16 hodc thao ting trai phép, dé xac thuc
thue thé va cho cac chic nang chéng thodi thac. Tinh bao mat va d6 tin cdy cua
cdc co ché nhu vay phu thudc truc tiép vao viéc quan Iy va bao vé mot tham sb
an toan (vi du khoa sir dung cho hoat dong mat ma). Ma dong 1a co ché mi héa
st dung khéa dong dé ma héa ban 15 theo cich tung bit hodc timg khéi.
ISO/IEC 18033-4:2011 bao gdm céc thuat toan ma dong, ISO/IEC 18033-
4:2011/Amd 1:2020 b6 sung thém b6 tao khoa dong ZUC.

C6 hai loai ma dong: ma dong dong bo, trong d6 khéa dong chi duoc tao
ra tir khéa bi mat (va véc to khoi tao) va ma dong tu dfﬁng bo, trong dé khéa
dong dugc tao ra tir khoa bi mat (va véc to khoi tao). ISO/IEC 18033-4:2011
bao gdm hai ham dau ra:

- Ham daura cong nhi phan

- Ham dau ra MULTI-S01

ISO/IEC 18033-4:2011 bao gdm nim bo tao khéa dong chuyén dung,
ISO/IEC 18033-4:2011/Amd 1:2020 bd sung thém mot bd tao khoa dong, tong
cong la sau bg tao khéa dong chuyén dung:

- B¢ tao khéa dong MUGI

- B¢ tao khda dong SNOW 2.0

- B0 tao khéa dong Rabbit

- B0 tao khéa dong Decim*?

- B tao khéa dong KCipher-2 (K2)



- BO tao khoa dong ZUC

1 r R -
3. To chirc dé nghi
- Tén tb chitc: Cuc Quén Iy mét mé dan sy va Kiém dinh san pham méat ma.

_ Pia chi: s6 23 Nguy Nhu Kon Tum, Nhén Chinh, Thanh Xuén, Ha Noi.
- Pién thoai: 02432323313 E-mail: info@nacis.gov.vn
- Tén co quan chui quan: Ban Co yéu Chinh phu.

4. Tinh hinh @i twgng tiéu chuin trong nwéc va ngoai nwdc

a) Trong nuée

Trong nhitng nam qua, linh vyc CNTT cua Viét Nam da cé nhiing bude
phét trién vuot bac, dong gop khong nhé vao qué trinh xdy dung va phat trién
dht nude. CNTT da duoc tmg dung rong ri trong toan xa hoi, ddc biét la dugc
ung dung réng khép trong cac hé thdng quan trong nhu vién thong, dién luc, tai
chinh, ngan hang,... Su phat trién manh m& cua CNTT da thuc dAy qué trinh két
ndi gitta cac hé théng thong tin ctia mdi quéc gia va gifta céc qudc gia véi nhau
mdt cach nhanh chéng, dem lai rAt nhiéu loi ich v& moi mit ctia doi sbng.

Pang va Nha nude ta di va dang thuc hién manh mé& chl truong Uing dung
CNTT nhim cai cich hanh chinh, hién dai héa co quan chinh phu, xay dung mot
Chinh phu hiéu luc, hiéu qua hon, thuc su cta dan, do dén va vi dan, nang cao
ning luc canh tranh, tao moi trudong thuan loi phat trién kinh té - xa hoi. Piéu
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nay duoc thé hién rd trong chién lugc phat trién kinh té - x& hoi, cac chuong
trinh vé cai cach hanh chinh cua dét nuée. Cu th& hoa chu truong, dudng 161 cia
Pang vé phat trién tmg dung CNTT, Quéc hoi, Chinh phi, Thu tuéng Chinh phi
d3 ban hanh nhiéu vin ban quy pham phap luét, ké hoach, chuong trinh tmg
dung CNTT trong céc co quan nha nuéc hét sirc cu thé, thiét thuc, nhu: Luét
Cong nghé thong tin; Luat giao dich dién tr; Luat an ninh mang; Luét an toan
thong tin mang; Nghi dinh s6 64/2007/ND-CP ngay 10/4/2007 cia Chinh phu vé
tmg dung CNTT trong hoat dfng cua co quan nha nudc; Nghi dinh )
64/2007/ND-CP ngay 10/4/2007 cua Chinh phu vé tng dung CNTT trong hoat
déng cua co quan nha nude; Quyét dinh s6 749/QP-TTg ngay 3/6/2020 vé viée
Phé duyét “Chuong trinh chuyén déi sé Qubc gia dén nam 2025, dinh hudéng
nam 2030” va Quyét dinh s 942/QD-TTg ngay 15/6/2021 vé viéc Phé duyét
Chién luoc phat trién Chinh phu dién tir huéng t6i Chinh phu sb giai doan 2021-
2025, dinh huéng ndm 2030; Nghi dinh s6 42/2022/ND-CP ngay 24/6/2022 cta
Chinh phu quy dinh v& viéc cung cép thong tin va dich vu céng truc tuyén ctia co
quan nha nudc trén moi trudong mang.

Gén lién v6i su phét trién cia CNTT, viéc dam bao an toan an toan thong
tin 1a mot yéu cau khéng thé thiéu. Pé bao dam tinh thdng nhét trong cong tac
quéan Iy chét lugng céc thiét bi, phuong phép, céc giai phap bdo mat dam bao an
toan thong tin thi viéc x4y dung mot hé théng tiéu chuén, quy chuén k¥ thuét
quéc gia la hét stic can thiét. Mot sé qubc gia phat trién nhu Hoa Ky, Canada,
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Anh, Phép, Dtrc, Nhét Ban,... da x8y dung dugc cho ho mot hé thong tiéu chuén
vé an toan thong tin va mat ma kha day du. O nuéc ta cc tidu chuin vé bao mat,
an toan thong tin van con chua duoc day du.

Hién nay, trong linh vyc mat ma dén sy, Ban Co yéu Chinh pha da xay
dung va de xuit Bé Khoa hoc va Cong nghé cong bd duge 61 tiéu chuin qudc
gia bao gdém:

TT K§ hiéu Tén tiéu chuin Sgua
dé xuat

1 | TCVN 7635:2007 Coéng nghé¢ théng tin — K§ thuat | Ban Co yéu
mat ma — Chit ky sb Chinh phu

2 | TCVN 7816:2007 Cong nghé thong tin — K§ thuat mit | Ban Co yéu
mi thuit toan ma dit liéu AES| Chinh phu
(Phién ban méi nhét TCVN 11367-

3:2016)

3 |TCVN7817-1:2007 | Céng nghé théng tin — K§ thuat| Ban Co yéu
mat mé quan ly khoéa — Phan 1:| Chinh phu
Khung téng quat (Phién ban méi
nht ISO/IEC 11770-1:2010)

4 | TCVN 7817-2:2007 Cong nghé thong tin — K¥ thudt mat | Ban Co yéu
ma quén ly khéa — Phan 2: Co ché | Chinh phu
st dung k¥ thuat déi ximg (Phién
ban méi nhdt ISO/IEC 11770- |
2:2018)

5 | TCVN7817-3:2007 | Cong nghé théng tin — K§ thuat | Ban Co yéu
mét mad quan 1y khéa — Phan 3:| Chinh phu
Cac co ché su dung k¥ thuat
khong dbi xtmg (Phién ban méi
nhét ISO/IEC 11770-3:2021)

6 | TCVN7817-4:22007 | Cong nghé thong tin — Ky thudt | Ban Co yéu
mat ma quan ly khoa — Phén 4: Co | Chinh phu
ché dya trén bi mat yéu (Phién
ban mdi nhit ISO/NIEC 11770-

4:2017) g

7 | TCVN7818-1:2007 | Céng nghé théng tin — K§ thuat| Ban Co yéu
mat ma dich vu tem thoi gian —| Chinh pha
Phén 1: Khung téng quat

8 | TCVN7818-2:2007 | Céng nghé théng tin — K§ thuat| Ban Co yéu
mat ma dich vu tem thoi gian —| Chinh phu
Phn 2: Co ché token doc lap

9 | TCVN 7818-3:2007 Cong nghé théng tin — K¥ thudt| Ban Co yéu
mat ma dich vu tem thoi gian —| Chinh phu
Phén 3: Co ché tao thé lién két

10 | TCVN 11295:2016 Cong nghé théng tin — Céc k¥ | Ban Co yéu
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thuét an toan — Yéu ciu an toan | Chinh phu
cho mo-dun mét ma |

11 | TCVN 11367-1:22016 | Céng nghé thong tin — Cac k§ | Ban Coyéu
thuat an toan — Thuat toan mat m@ | Chinh phu
— Phin 1: Téng quan (Phién ban
m&i nhit ISO/IEC 18033-1:2021)

12 | TCVN 11367-2:2016 | Cong nghé thong tin — Cac k¥ thudt | Ban Co yéu
an toan — Thudt todn mat ma — Phan| Chinh phu

. 2: Mét mé phi d6i ximg

13 | TCVN 1136732016 | Cong nghé thong tin — Cac ky | Ban Coyéu
thuét an toan — Thuét todan mat ma | Chinh phu
— Phén 3: Ma khéi

14 | TCVN 11367-4:2016 | Céng nghé théng tin — Céc ky| BanCo yéu
thuét an toan — Thuat todn mat ma | Chinh phu
— Phéan 4: M4 dong

15 | TCVN 11816-12017 | Céong nghé théng tin — Céc ky| Ban Coyeu
thuét an toan — Ham bam — Phan| Chinh phu
1: Toéng quan

16 | TCVN 11816-2:2017 | Céng nghé thong tin — Cac k¥ thudt | Ban Co yéu
an toan — Ham bam — Phan 2: Him | Chinh phu
bam su dung ma khdi n-bit.

17 | TCVN 1181632017 | Cong nghé thong tin — Cac k§ | Ban Coyeu
thuat an toan — Ham bam — Phan | Chinh phu
3: Ham bdm chuyén dung

18 | TCVN 11816-4:2017 | Cong nghé théng tin — Céc ky | BanCo yéu
thuét an toan — Ham bam — Phan| Chinh phu
4: Ham bdm st dung s6 hoc dong
du

19 | TCVN 11817-12017 | Céng nghé théng tin — Cac k§| Ban Coyéu
thuat an toan — Xéc thuc thuc thé | Chinh phu
— Phin 1: Tng quan

20 | TCVN 11817-2:2017 | Cong nghé thong tin — Cic k§| BanCo yéu
thuét an toan — Xac thuc thuc thé | Chinh pht
— Phén 2: Co ché st dung thuét
to4n mé héa ddi xtimg

21 | TCVN 11817-3:2017 | Céng nghé thong tin — Cac ky| BanCo yéu
thuét an toan — Xéc thuc thuc thé| Chinh pht
— Phén 1: Co ché sir dung k¥ thuat
chir ky )

22 | TCVN 12214-12018 | Cong nghé thong tin - Céc k¥ | Ban Coyéu
thuat an toan - Chit ky s6 kém phu |  Chinh phti
luc - Phén 1: Téng quan

23 | TCVN 12214-2:2018 | Cong nghé théng tin - Cac ky| Ban Coyeéu
thu4t an toan - Chit k¥ sb kém phu | Chinh phu
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luc - Phan 2: Céc co ché dua trén
phén tich so0 nguyén

24 | TCVN 12214-3:2018 | Cong nghé thong tin - Cic k§ | Ban Co yéu
thuét an toan - Chit ky s6 kém phu |  Chinh phu
luc - Phan 3: Cac co ché dua trén

: logarit ro1 rac

25 | TCVN11367-5:2018 | Cong nghé thong tin - Cac k§| Ban Co yéu
thuét an toan - Thuat toan mat ma | Chinh phu
- Phan 5: Mat ma dua trén dinh
danh

26 | TCVN 12211:2018 Cong nghé thong tin - Cac ky| BanCo yéu
thuat an toan - Yéu cau kiém thir| Chinh phu
cho moé dun mét ma

27 | TCVN 12212:2018 Cong nghé théng tin - Cac ky | BanCoyéu
thuat an toan - Phuong phap kiém | Chinh pha
thir giam thiéu cac 16p tAn cong
khong xam 1an chéong lai cdc mo
dun mat ma

28 | TCVN 12213:2018 Coéng nghé thong tin - Cac k| Ban Co yéu
thuat an toan - Ché do hoat dong | Chinh phu
cho ma khéi n-bit

29 | TCVN 12852-1:2020 | Céng nghé thong tin — K¥ thuat an | Ban Co yéu
toan — Ky thudt mat ma dua trén | Chinh phu
dudng cong elliptic — Phan 1:

Tbng quan

30 | TCVN 12852-5:2020 | Cong nghé thong tin — K§ thuat an | Ban Co yéu
toan — K¥ thudt mat ma dua trén | Chinh phu
duong cong elliptic — Phan 5: Céc
k¥ thuat tao duong cong elliptic

31 | TCVN 12853:2020 Cong nghé thong tin — K thuit an | Ban Co yéu
toan — B6 tao bit ngau nhién Chinh phu

32 | TCVN 12855-2:2020 | Céong nghé thong tin — K thuat an | Ban Co yéu
toan — Luogc dd chir ky sb ¢6 khoi|  Chinh phu
phuc théng diép — Phan 2; Céc co
ché dua trén phén tich 56 nguyén

33 | TCVN 12855-3:2020 | Cong ngh¢ théng tin — K§ thuat an | Ban Co yéu
toan — Luoc do chix ky s0 ¢6 khoi | Chinh phu
phuc théng diép — Phéan 3: Cac co
ché dua trén bai toan Logarit roi
rac

34 | TCVN 12854-1:2020 | Céng nghé théng tin — K§ thuat | Ban Co yéu
an toan — Mat ma hang nhe -| Chinh phu
Phan 1: Téng quan

35 | TCVN 12854-2:2020 | Céng nghé thong tin — K§ thuat an | Ban Co yéu
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toan — Mat ma hang nhe - Phan 2: | Chinh phu
M3 khéi
36 | TCVN 12854-3:2020 | Cong nghé théng tin — Ky thuat an Ban Co yéu
toan — Mat ma hang nhe - Phan 3:| Chinh pht
M3 dong
37 | TCVN 12854-4:2020 | Cong nghé thong tin — K§ thuat an | Ban Co yéu
toan — M4t ma hang nhe - Phén 4:| Chinh phu
Co ché sir dung ky thuét phi d6i
xung
38 | TCVN 11817-4:2020 | Cong nghé thong tin — K§ thuét an Ban Co yéu
toan — Xac thuc thuc thé - Phan 4: |  Chinh phu
Co ché st dung ham kiém tra mét
ma
39 | TCVN 11817-5:2020 | Cong nghé thong tin — Ky thuét an Ban Co yéu
: toan — X4c thuc thuc thé - Phén 5:| Chinh phu
Co ché str dung k¥ thuéat tri thirc
khong
40 | TCVN 11817-6:2020 | Cong nghé thong tin — Ky thuat an | Ban Co yéu
toan — Xéc thuc thuc thé - Phén 6: | Chinh phu
Co ché st dung truyén dit liéu thu
cOng
41 | TCVN 131752020 | Céng nghé thong tin — Céc ky | Ban Coyéu
thuat an toan — Ma hoa ky Chinh phu
42 | TCVN 12854-5:2020 | Céng nghé thong tin — K¥ thudt an | Ban Co yéu
toan — M4t ma hang nhe — Phan 5: |  Chinh pht
Cac ham bam
43 | TCVN 13176:2020 Cong nghé thong tin — Ky thudtan | Ban Co yéu
toan — BO tao s nguyén t6 Chinh phi
44 | TCVN 13177:2020 Cong nghé thong tin — K§ thuat an | Ban Co yéu
toan — Cac thuét todan mat md va | Chinh phu
kiém tha phu hop céc co ché an
toan
45 | TCVN 7817-5:2020 Cong nghé théng tin — K¥ thudt an | Ban Co yéu
toan — Quan ly khoa - Phan 5:| Chinh pht
Nhom quan ly khoéa
46 | TCVN 13178-1:2020 | Céng nghé thong tin — Ky thudt an | Ban Co yéu
E toan — Xéc thuc thuc thé 4n danh | Chinh phu
_ Phan 1: Téng quan
47 | TCVN 13178-2:2020 | Cong nghé thong tin — K thuét an Ban Co yéu
toan — Xéc thuc thuc thé 4n danh | Chinh phu
- Phan 2: Cac co ché dua trén chit
z ky st dung mdt nhom khoéa cong
i khai
48 | TCVN 13178-4:2020 | Cong nghé thong tin —K§ thuat an | Ban Co yéu
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toan — X4c thuc thuc thé 4n danh | = Chinh phu
- Phan 4: Cac co ché dua trén bi
mat yéu

49 | TCVN 11367-6:2022 | Céng nghé théng tin — Céc k§ | Ban Co yéu
thuét an toan — Thudt todn mat ma | Chinh phu
— Phén 6: M3 héa ddng chu

50 | TCVN 13460-1:2022 | Céng nghé théng tin — Cac ky | Ban Co yéu
thuat an toan — Chit ky s6 mi —| Chinh phu
Phan 1: Téng quan

51 | TCVN 13460-2:2022 | Cong nghé thdng tin — Cic k¥ | Ban Co yéu
thuét an toan — Chit ky s6 ma —| Chinh phu
Phan 2: Cic co ché dua trén
logarit roi rac

52 | TCVN 13461-1:2022 | Céng nghé thong tin — Cic k§ | Ban Co yéu
thuét an toan — Chit ky s6 4n danh | Chinh phu
—Phén 1: Téng quan

53 | TCVN 13461-2:2022 | Céng nghé théng tin — Céc k§ | Ban Co yéu
thuét an toan — Chit ky s6 4n danh | Chinh phu
— Phén 2: Céc co ché su dung mot |
khoéa céng khai nhém

54 | TCVN 13462-1:2022 | Céng nghé théng tin — Céc k§ | Ban Co yéu
thuat an toan — Chia sé bi mat —| Chinh phu
Phan 1: Téng quan

55 | TCVN 13462-2:2022 | Cong nghé théng tin — Cic k§ | Ban Co yéu
thuédt an toan — Chia sé bi mat —| Chinh phu
Phan 2: Céc co ché co ban ,

56 | TCVN13720:2023 | Céng nghé théng tin — Cac ky | BanCoyeu
thuat an toan — Kiém thir cac mo- | Chinh phu
dun méat ma trong moi truong hoat
dong

57 | TCVN 13721:2023 | Céng nghé théng tin — Cac ky | Ban Coyeu
thuat an toan — Phuong phép kiém | Chinh phu
thtr va phén tich cho cac bd tao bit
ngiu nhién trong TCVN 11295
(ISO/IEC 19790) va TCVN 8709
(ISO/IEC 15408)

58 | TCVN 13722:2023 | Cong nghé théng tin — Cac ky | BanCoyéu
thuat an toan — Khung xac thyc| Chinh phu
vién sinh tric sir dung mo-dun an |
toan phan ctmg sinh tric hoc |

59 | TCVN 13723-1:2023 | K¥ thuit an toan cong nghé thong | Ban Coyéu
tin — Yéu céu vé nang luc dbi v6i| Chinh phu

kiém tht vién va danh gia vién |




8

bao mat thong tin — Phan 1: Gidi
thiéu, khai niém va yéu cdu chung |
60 | TCVN 13723-2:2023 | K¥ thuét an toan cong nghé théng | Ban Coycu
tin — Yéu cau vé nang luc doi voi Chinh phu
kiém thir vién va danh gia vién
bao mat thong tin — Phan 2: Yéu
cau vé kién thirc, k§ ning va tinh
hiéu qua dbi vai kiém thir vién
theo TCVN 11295 (ISO/IEC
19790)

61 | TCVN 13723-3:2023 | K§ thuat an toan cong nghé théng | Ban Coyéu
tin — Yéu cau vé& nang luc dbi voi | Chinh phu
kiém thir vién va danh gia vién
bao mat thong tin — Phan 3: Yéu
cau vé kién thuc, k¥ nang va tinh
hidu qua d6i véi danh gia vién
theo TCVN 8709 (ISO/IEC
15408)

Viét Nam 12 thanh vién cta ISO/IEC, viéc xay dung céc ti€u chuén quoc
gia dya trén co sO chép thudn hoan toan tuong duong céc tiéu chuin cua
[SO/IEC v6i muc dich phit hop, hai hoa véi céc tiéu chuan quéc t&, tranh cac rdo
can thuong mai, bao vé quyén loi va loi ich ctia cac doanh nghiép cung clp cling
nhu ctia nguoi su dung.

b) Ngoai nudc

Tiéu chuin hod mat ma duoc khéi diu vao cudi nhiing nim 70 va dau
nam tdm muoi cta thé ky trude, khi cong nghé thong tin va mang may tinh ra
doi va duoc tmg dung rong réi vao cac linh vuc kinh t& x4 h6i. Cong nghé thong
tin duoc phat trién va tmg dung trudc hét & cac qubc gia cong nghiép tién tién
nhu M§, Canada, Nhat Ban va cac nuéc phuong Tay. Do 6, vai trd quyét dinh
trong qué trinh hinh thanh hé théng tiéu chuan ATTT néi chung va tidu chuédn
mat ma ndi riéng thudc va cée td chirc tidu chudn tai cac quoc gia nay, ndi bat la

Vién tiéu chudn va Cong nghé quéc- gia Hoa ky NIST, Vién tiéu chuén quoc gia
Hoa ky ANSI, Vién ti€u chudn Anh BSI . Ngoai ra con cé mot s6 td chuc tiéu
chuin céng nghiép nhu 3GPP (Third Generation Partnership Project), ETSI
Europian Telecommunications Stanndards, IEEE( Institute of electrical and
electronic Engineer), SECG (Standards for Effcient Cryptography Group),

PKCS;) Public-Key Cryptography Standards).

Trong linh vuc tiéu chuan hoa néi chung va tiéu chuén hoa trong linh vuc
k¥ thuat mat mé ndi riéng, to chirc tiéu chuan quoc t€ ISO c¢6 vai tro dac biét.

Pay 1a t6 chuc lién két cac nudc thanh vién va hoat dong v6i muc tiéu “qudc té

hoa” céc tidu chudn trén pham vi toan cau. Ngoai cac co quan chinh phu va cac
t& chue tidu chudn uy tin néu trén, mot so t6 chirc khac nhu Cong dong Internet
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(Internet Community) da c6 dong gép khong nho vao su hinh thanh hé thdng
tiéu chudn v& ATTT, dic biét la trong viéc x4y dung céc tiéu chuan k¥ thuat.

Nho nd luc cia céc td chirc ké trén dén nay, hién nay, trén thé glm da hinh
thanh mot hé théng tiéu chudn mat ma kha diy du, bao quat duoc hiu het cac khia
canh cua linh vyc nay va cé the phan thanh ba loai: tiéu chuan qudc té, tiéu
chuan khu vuce, tiéu chuan quéc gia. Tiéu chuin qubc té (do cac t6 chic qubc té
ISO va IEC tb chiic xdy dung va céng bo) cac Tiéu chuan quéc gia (do Chinh
pht céc nuée cong bd) va cac Tidu chuén clia cac td chtrc chuyén nganh (tuong
ing & nudce ta goi la tiéu chudn co s6). Tai céc qubc gia dang phit trién, tiéu
chuén qudc gia va tiéu chun chuyén nganh phan 16n duoc xdy dung theo hudng
chap thuan nguyén ven hodc tham khao cdc tiéu chuan qudc té & cac nuédc phat
trién, nhu 13 tiéu chuin cua NIST, ANSI, BS va dac biét cia ISO/TEC véi mot
hé thong tiéu chuén c¢6 anh hudng trén pham vi toan cau.

5. Ly do va muc dich xay dl_rng TCVN

- Tiéu chuén d4p Ung nhitng muc tiéu nao sau day:

L O O

+ Théng tin, thong hiéu 2 + Tiét kiém
+ An toan sttc khoé moi trudong [] + Giam chung loai
+ Pbi 1n i + Céc muc dich khéac

+ Chtic ndng céng dung chit luong
- Tidu chuan c6 ding d2 chimg nhan khong? X cé [ ]Khéng
- Can cu:

+ Tiéu chuén c6 lién quan dén yéu clu phat trién [ ] C6 ] Khéng
KTXH ctia Nha nuée khong?

+ Thudc chuong trinh nao?

+ Yéu cau hai hoa tiéu chuin (quéc t& va khu [X] Cé [ 1Khéng
vuce):

6. Nhirng van dé sé xAy dung tiéu chuin

- Nhitng vén dé s& xay dung ti€u chuan (hoac stra doi bo sung):

+ Thuét ngit va dinh nghia iy + Tiéu chudn co ban
+ Phan loai [] + Yéu cdu an toan vé sinh []
+ Ky hiéu ke + Yéu cau vé& méi truong ]
+ Thong s6 va kich thuée co [] + L&y méu ]
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ban
+ Yéu cau k¥ thuat X + Phuong phép thit va kidmtra [|
+ Tiéu chudn vé qué trinh ] + Bao goi, ghi nhan, van chuyén, [ |
bao quan
+ Tiéu chudn vé dich vu [] + Céc khia canh va yéu ciukhéc [ ]
(ghi cu thé ¢ dudi) :

- B cuc, ndi dung céc phan chinh cia TCVN du kién:
Gidi thiéu
1. Pham vi
2. Tai liéu vién dén
3. Thuéat nglr va dinh nghia
4. Ky hiéu va thuat ngit viét tat
4.1. Ky hiéu
4.2. Cac ham
5. Khung cho ma dong
6. M hinh téng quat cia ma dong
6.1. Céc bd tao khoa dong
6.2. Cac ham dau ra
7. Xay dung b6 tao khéa dong tir ma khéi
7.1. Céc ché d6 ma khéi cho bo tao khoa dong dong bd
7.2. Ché d6 ma khéi cho bb tao khoa dong tu dong bd
8. Bo tao khoa dong chuyén dung
8.1 Bo tao khoa dong MUGI
8.2 B tao khoa dong SNOW 2.0
8.3 B tao khoa dong Rabbit
8.4 B tao khoa dong Decim"
8.5 B0 tao khéa dong KCipher-2 (K2)
8.6 B0 tao khoa dong ZUC
Phu luc A (Quy dinh) Binh danh déi tuong
Phu luc B (Tham khao) Cac phép toan trén truong hiru han GF(2")
Phu luc C (Tham khao) Cac vidu
C.1 Vi du cho MUGI
C.2 Vi du khoa 128 bit cho SNOW 2.0
C.3 Vi du khoa 256 bit cho SNOW 2.0
C.4 Vi du cho Rabbit
C.5 Vi du cho Decim*?
C.6 Céac vi du cho KCipher-2 (K2)
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Phu luc D (Tham khao) Thong tin an toan
D.1 Muc d96 an toan ctia ma dong
D.2 An toan higu qua danh d6i trong MULTI-S01
D.3 Huéng dan vé mi dong
Tai liéu tham khao
- Nhu cédu khao nghiém tiéu chuin quéc gia [ ]Cé X] Khong
trong thuc té:
(néu cé, ghi ré du kién néi dung can khdo nghiém, quy mé, dia diém, thoi gian
khao nghiém)
7. Phwong thirc thye hién va tai liéu 1am can cir xdy dung TCVN

- Phuong thirc thuc hién:
+ Xay dung maéi [] + Sira d6i, b6 sung ]
+ Chép nhén tiéu chuan quéc & [X + Thay thé []

- Tai liéu chinh lam cén cr xdy dung TCVN (ban chup kém theo):

ISO/IEC 18033-4:2011/Amd 1:2020), Information technology — Security technigues
— Encryption algorithms — Part 4: Stream ciphers — Amendment 1: ZUC.

8. Kién nghi thanh 1ip Ban ky thuit (hoic Tiéu ban k¥ thuat)
Khéng.

9. Co quan phéi hop

- Ban k¥ thuét tiéu chuén c6 lién quan phai ldy ¥ kién: Tiéu Ban k¥ thuat tiéu
chuan TCVN/ITC 1/SC 27 “Céc k§ thuat mat ma”.

- Dy kién céc co quan, t6 chiic, c4 nhan lay y kién gép ¥ cho du thao:
+ Cuc Quan Iy k¥ thuat nghiép vu mat mé, Ban Co yéu Chinh phu;

+ Cuc Chimg thuc s6 va Bao mét thong tin, Ban Co yéu Chinh phu;
+ Vién Khoa hoc — Cong nghé Mat ma, Ban Co yéu Chinh phu;

+ Hoc vién k¥ thuat mat ma, Ban Co yéu Chinh phu;

+ Hiép hdi an toan thong tin Viét Nam (VNISA);

+ Mot s6 Cong ty hoat ddng trong linh vuc cong nghé thong tin.

10. Dy kién tién dé thuc hién

Théi gian

TT Noi dung cong viée F— X
Bat dau Ket thac

1 | Bién soan du thdo TCVN 5/2024 7/2024
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Thoi gian
i I b Noi dung cong viéc = P
Bat dau Ket thuc

- Thu thép tai liéu

- Dich va nghién ctu céc tai liéu chinh

lam co s& cho viéc bién soan tiéu

chuan quéc gia

- Bién soan du thao Ban k¥ thuat

- Gui 14y vy kién du thao Ban k¥ thuat

- Hop xem xét néi dung du thao Ban

ky thuét

- Bién soan du thao TCVN
2 | L&y y kién du thao TCVN 7/2024 8/2024
3 | Hoi nghi chuyén dé 9/2024 10/2024

Hoan chinh du thio TCVN va lap hd
A i du thio TCYN 11/2024 11/2024
5 | Tham tra H6 so du thao TCVN 12/2024 12/2024
6 | Gui hd so du thao TCVN dé tham dinh 02/2025 02/2025
7 | Thim dinh du thao TCVN 03/2025 04/2025
8 |Lap hd so TCVN trinh duyét 05/2025 05/2025
9 | Trinh duyét va cong bd 06/2025 06/2025

Ha Né¢i, ngay 24 thang 4 nam 2024

“Vii Ngoc Thidm




